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A Study of Multi-scale Modeling and Disintegrating Strategies on
Terrorist Organization Cooperation Network

FENG Jiawei! DAI Bitao! BU Tianci! ZHANG Xiaoyu! OU Chaomin?!
LU Xin'

(1. College of Systems Engineering, National University of Defense Technology, Changsha 410073)

Abstract In the numerous terrorist attacks that have occurred worldwide, vari-
ous terrorist organizations have shown a trend of collaborative cooperation, posing
significant challenges to international counter-terrorism efforts. Based on the Global
Terrorism Database (GTD), this study constructs a terrorist organization cooper-
ation evolution network from 119,803 terrorist attacks that occurred globally from
2001 to 2018 and conducts a time-series topological structure analysis. Based on
the characteristics of terrorist organization cooperation, the network is divided into
time slices of three years each to model the flow patterns of terrorist communities
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at multiple scales. The analysis shows that the robustness of the terrorist organi-
zation cooperation network has been continually strengthening over time, which is
necessary to develop corresponding strategies to disrupt it. Focusing on the largest
connected sub-network within the terrorist cooperation network, whose influence is
continuously expanding, this study proposes a community structure-based neighbor-
hood centrality index (CSNC) to measure the importance of nodes in the largest
connected component. Experimental results demonstrate that the network disrup-
tion strategy based on CSNC, in the process of disintegrating the terrorist cooper-
ation network from 2001 to 2018, achieved a 16.45% maximum reduction in the R
value compared to benchmark strategies, proving that the CSNC-based disruption
strategy can more effectively dismantle terrorist cooperation networks.

Keywords Complex network, Robustness, Terrorist organization, Community struc-

ture.
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(Table 1 Sample data of global terrorism database)

H A5 5 F4 Am z 5 H 41 Z 5 22
200101020004 2001 1 Earth Liberation Front Animal Liberation Front
200301050001 2003 1 Al-Agsa Martyrs Brigade Hamas
200807020027 2008 7 Ahrar Apl-Jalil Al-Agsa Martyrs Brigade
201607220018 2016 7 Free Syrian Army Al-Rahman Corps
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(Table 2 Network centrality)
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(Figure 1 Community structure neighborhood centrality)
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(Figure 2 Temporal characteristic changes of nodes and edges)
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(Figure 3 Temporal characteristic of network topology)
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(Figure 4 Temporal characteristic of network community structure)
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(Figure 5 The community movement of terrorist organizations)
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(Figure 6 Evolution of the community structure of terrorist organizations)
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(Table 3 Comparison of network disintegration strategies)

. Cycle
Eigenvector i
Network Degree . K-core Basis .
Centrality Rank .. Rank Centrality Entropy

Centrality

Page Cluster Leverage Information|

CSNC oF

2001-2003 | 0.185  0.226 0.268 0.198 0.186  0.180 0.194 0.180 0.163| 9.20%
2004-2006 | 0.358  0.358 0.439 0.358 0.376  0.362 0.358 0.358 0.358
2007-2009 | 0.396  0.396 0.497  0.396 0.396  0.396 0.396 0.396 0.396
2010-2012 | 0.318 0.318 0.426 0.318 0.330  0.318 0.322 0.318 0.318
2013-2015 | 0.324  0.422 0.424 0.189 0.309 0.174 0.176 0.331 0.162| 6.55%

2016-2018 | 0.349  0.433 0.439 0.197 0.341 0.216 0.199 0.365 0.179| 9.39%

2001-2018 | 0.244  0.394 0.324 0.112 0.203  0.120 0.120 0.268 0.094 | 16.45%
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(Figure 7 Comparison of the disintegration process of terrorist cooperation network)
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